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[This foreword, the table of contents, the introduction, and the “rationales” on the following pages are not 
part of this standard. They are merely informative and do not contain requirements necessary for 
conformance to the standard.]  
  

FOREWORD 
 
These modifications are the result of change proposals made pursuant to the ASHRAE continuous maintenance procedures 
and of deliberations within Standing Standard Project Committee 135. The changes are summarized below. 
 
135-2020ch-1 Changes to Clause 5 to address segmentation errors, p. 3 
 
In the following document, language to be added to existing clauses of ANSI/ASHRAE Standard 135-2020 is indicated through 
the use of italics and deletions are indicated by strikethrough. Where entirely new subclauses are proposed to be added, plain 
type is used throughout. Only this new and deleted text is open to comment at this time. All other material in this document is 
provided for context only and is not open for public review comment except as it relates to the proposed changes.  
 
The use of placeholders such as XX, YY, ZZ, X1, X2, NN, x, n, ? etc. should not be interpreted as literal values of the final 
published version. These placeholders will be assigned actual numbers/letters only after final publication approval of the 
addendum. 
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135-2020ch-1 Changes to Clause 5 to address segmentation errors 
Rationale 
Addendum 135-2012bh part 1 contained updates to handle two cases described in the rationale. Case 2 is valid 
for behavior in the IDLE state; however, Case 1 has two flaws and the state machine description itself contains 
flaws. 
 
The first flaw of Case 1 is in the function DuplicateInWindow described in clause 5.4.2.2 regarding the local 
variable receivedCount. In the scenario described in Case 1, the value of receivedCount is not actually the 
number of received message segments in the current Window and will not be zero as required in step (4) that was 
added for the scenario. 
 
The second flaw of Case 1 is more important. The scenario described in Case 1 is flawed, because there is no 
efficient way for a receiving device to determine if retransmitted message segments are being retransmitted 
because of delays in message transport or because the last BACnet-SegmentACK-PDU it sent was lost. If the 
last BACnet-SegmentACK-PDU was lost, then the receiving device is required to send another BACnet-
SegmentACK-PDU to allow the message sender to continue with the remainder of the message. 
 
In addition to these two flaws related to Case 1, there is a flaw in the calling parameters where the function 
DuplicateInWindow is called. The first parameter in each case specifies the BACnet-SegmentACK-PDU rather 
than the message that is currently being processed. As a result, the function cannot be checking the received 
message segment if used as written. 
 
 
[Change Clause 5.4.2.2] 
 
5.4.2.2  Function DuplicateInWindow 
The function "DuplicateInWindow" determines whether a valuemessage segment sequence-number, seqA, is within the range 
firstSeqNumber through lastSequenceNumber modulo 256, of successfully received message segments in the current 
incomplete Window. or if called at the start of a new Window and no new message segments have been received yet, it 
determines if the value seqA is within the range of the previous Window. This case does not require a segment acknowledge, 
because the message segments in the Window have not all been successfully received yet. Only the last message segment of a 
Window requires a segment acknowledge before the message is complete. Parameter initialSequenceNumber is the last 
sequence number within the previously completed Window. Parameter lastSequenceNumber is the sequence number of the last 
segment successfully received in order. All computations and comparisons are modulo 256 operations on unsigned eight-bit 
quantities. 
 
function DuplicateInWindow(seqA, firstSeqNumberinitialSequenceNumber, lastSequenceNumber) 
 

(1) Set local variable receivedCount to lastSequenceNumber minus firstSeqNumberinitialSequenceNumber, modulo 
256 which is the number of successfully received message segments in the current Window. 

(2) If receivedCount is greater than ActualWindowSizezero, then the first received segment for the current Window is 
out of order and no segments of the current Window have been successfully received, return FALSE. 

(3) If seqA minus firstSeqNumber initialSequenceNumber, modulo 256, is less than or equal to receivedCount, then the 
message segment is a duplicate within the current incomplete Window, return TRUE so that the message segment is 
ignored. This segment is located in a previous part of the current Window. 

(4) If receivedCount is zero and firstSeqNumber minus seqA, modulo 256, is less than or equal to ActualWindowSize, 
then return TRUE. 

(5)(4) Else the message segment is an out of order segment in the current Window not yet successfully received, 
return FALSE. 

 
Example (not normative): if ActualWindowSize is equal to 4, then 
 DuplicateInWindow(0, 0, 1) returns TRUE 
 DuplicateInWindow(1, 0, 1) returns TRUE 
 DuplicateInWindow(2, 0, 1) returns FALSE 
 DuplicateInWindow(3, 0, 1) returns FALSE 
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[Change Clause 5.4.4.4] 
 
5.4.4.4 SEGMENTED_CONF 
[…] 
 
DuplicateSegmentReceived 
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message' parameter is TRUE and whose 
'sequence-number' parameter is not equal to LastSequenceNumber plus 1, modulo 256, and DuplicateInWindow('sequence-
number' parameter of the BACnet-SegmentComplexACK-PDU, InitialSequenceNumber+1 modulo 256, 
LastSequenceNumber) returns a value of TRUE and DuplicateCount is less than Ndup, 
 
then discard the BACnet-ComplexACK-PDU segment; restart SegmentTimer; increment DuplicateCount, and enter the 
SEGMENTED_CONF state to receive the remaining segments. 
 
TooManyDuplicateSegmentsReceived 
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message' parameter is TRUE and whose 
'sequence-number' parameter is not equal to LastSequenceNumber plus 1, modulo 256, and DuplicateInWindow('sequence-
number' parameter of the BACnet-SegmentComplexACK-PDU, InitialSequenceNumber+1 modulo 256, 
LastSequenceNumber) returns a value of TRUE and DuplicateCount is equal to Ndup, 
 
then discard the BACnet-ComplexACK-PDU segment; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE 
to transmit a BACnet-SegmentACK-PDU with 'negative-ack' = TRUE, 'server' = FALSE, 'sequence-number' = 
LastSequenceNumber, and 'actual-window-size' = ActualWindowSize; restart SegmentTimer; set DuplicateCount to zero; and 
enter the SEGMENTED_CONF state to receive the remaining segments. 
 
SegmentReceivedOutOfOrder 
If a BACnet-ComplexACK-PDU that has sufficient security parameters is received from the network layer whose 'segmented-
message' parameter is TRUE and whose 'sequence-number' parameter is not equal to LastSequenceNumber plus 1, modulo 
256, and DuplicateInWindow('sequence-number' parameter of the BACnet-SegmentComplexACK-PDU, 
InitialSequenceNumber+1 modulo 256, LastSequenceNumber) returns a value of FALSE, 
 
then discard the BACnet-ComplexACK-PDU segment; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE 
to transmit a BACnet-SegmentACK-PDU with 'negative-ack' = TRUE, 'server' = FALSE, 'sequence-number' = 
LastSequenceNumber, and 'actual-window-size' = ActualWindowSize; restart SegmentTimer; set InitialSequenceNumber = 
LastSequenceNumber; set DuplicateCount to zero; and enter the SEGMENTED_CONF state to receive the remaining 
segments. 
 
[Change Clause 5.4.5.2] 
 
5.4.5.2 SEGMENTED_REQUEST 
[…] 
 
DuplicateSegmentReceived 
If a BACnet-Confirmed-Request-PDU is received from the network layer whose 'segmented-message' parameter is TRUE and 
whose 'sequence-number' parameter is not equal to LastSequenceNumber plus 1, modulo 256, and 
DuplicateInWindow('sequence-number' parameter of the BACnet-SegmentACKConfirmed-Request-PDU, 
InitialSequenceNumber+1 modulo 256, LastSequenceNumber) returns a value of TRUE and DuplicateCount is less than Ndup, 
 
then discard the BACnet-Confirmed-Request-PDU segment; restart SegmentTimer; increment DuplicateCount; and enter the 
SEGMENTED_REQUEST state to receive the remaining segments. 
 
TooManyDuplicateSegmentsReceived 
If a BACnet-Confirmed-Request-PDU is received from the network layer whose 'segmented-message' parameter is TRUE and 
whose 'sequence-number' parameter is not equal to LastSequenceNumber plus 1, modulo 256, and 
DuplicateInWindow('sequence-number' parameter of the BACnet-SegmentACKConfirmed-Request-PDU, 
InitialSequenceNumber+1 modulo 256, LastSequenceNumber) returns a value of TRUE and DuplicateCount is equal to Ndup, 
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then discard the BACnet-Confirmed-Request-PDU segment; issue an N-UNITDATA.request with 'data_expecting_reply' = 
FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-ack' = TRUE, 'server' = TRUE, 'sequence-number' = 
LastSequenceNumber, and 'actual-window-size' = ActualWindowSize; restart SegmentTimer; set InitialSequenceNumber = 
LastSequenceNumber; set DuplicateCount to zero; and enter the SEGMENTED_REQUEST state to receive the remaining 
segments. 
 
SegmentReceivedOutOfOrder 
If a BACnet-Confirmed-Request-PDU that is secured with the same settings as the original PDU is received from the network 
layer whose 'segmented-message' parameter is TRUE and whose 'sequence-number' parameter is not equal to 
LastSequenceNumber plus 1, modulo 256, and DuplicateInWindow('sequence-number' parameter of the BACnet-
SegmentACKConfirmed-Request-PDU, InitialSequenceNumber+1 modulo 256, LastSequenceNumber) returns a value of 
FALSE, 
 
then discard the BACnet-Confirmed-Request-PDU segment; issue an N-UNITDATA.request with 'data_expecting_reply' = 
FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-ack' = TRUE, 'server' = TRUE, 'sequence-number' = 
LastSequenceNumber, and 'actual-window-size' = ActualWindowSize; restart SegmentTimer; set InitialSequenceNumber = 
LastSequenceNumber; set DuplicateCount to zero; and enter the SEGMENTED_REQUEST state to receive the remaining 
segments. 
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[Add a new entry to History of Revisions, p. 1364] 
 
(This History of Revisions is not part of this standard. It is merely informative and does not contain requirements 
necessary for conformance to the standard.) 

 
HISTORY OF REVISIONS 

 
. . . . . . . . . 
1 26 Addendum ch to ANSI/ASHRAE Standard 135-2020 

Approved by ASHRAE on June 28, 2024; and by the American National Standards Institute on June 
28, 2024. 
 

1. Changes to Clause 5 to correct segmentation errors. 
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POLICY STATEMENT DEFINING ASHRAE’S CONCERN
FOR THE ENVIRONMENTAL IMPACT OF ITS ACTIVITIES

ASHRAE is concerned with the impact of its members’ activities on both the indoor and outdoor environment.
ASHRAE’s members will strive to minimize any possible deleterious effect on the indoor and outdoor environment of
the systems and components in their responsibility while maximizing the beneficial effects these systems provide,
consistent with accepted Standards and the practical state of the art.

ASHRAE’s short-range goal is to ensure that the systems and components within its scope do not impact the
indoor and outdoor environment to a greater extent than specified by the Standards and Guidelines as established by
itself and other responsible bodies.

As an ongoing goal, ASHRAE will, through its Standards Committee and extensive Technical Committee structure,
continue to generate up-to-date Standards and Guidelines where appropriate and adopt, recommend, and promote
those new and revised Standards developed by other responsible organizations.

Through its Handbook, appropriate chapters will contain up-to-date Standards and design considerations as the
material is systematically revised.

ASHRAE will take the lead with respect to dissemination of environmental information of its primary interest and
will seek out and disseminate information from other responsible organizations that is pertinent, as guides to updating
Standards and Guidelines.

The effects of the design and selection of equipment and systems will be considered within the scope of the
system’s intended use and expected misuse. The disposal of hazardous materials, if any, will also be considered.

ASHRAE’s primary concern for environmental impact will be at the site where equipment within ASHRAE’s scope
operates. However, energy source selection and the possible environmental impact due to the energy source and
energy transportation will be considered where possible. Recommendations concerning energy source selection
should be made by its members.
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About ASHRAE

Founded in 1894, ASHRAE is a global professional society committed to serve humanity by advancing the arts and
sciences of heating, ventilation, air conditioning, refrigeration, and their allied fields. 

As an industry leader in research, standards writing, publishing, certification, and continuing education, ASHRAE
and its members are dedicated to promoting a healthy and sustainable built environment for all, through strategic
partnerships with organizations in the HVAC&R community and across related industries. 

To stay current with this and other ASHRAE Standards and Guidelines, visit www.ashrae.org/standards, and
connect on LinkedIn, Facebook, Twitter, and YouTube.

Visit the ASHRAE Bookstore

ASHRAE offers its Standards and Guidelines in print, as immediately downloadable PDFs, and via ASHRAE Digital
Collections, which provides online access with automatic updates as well as historical versions of publications.
Selected Standards and Guidelines are also offered in redline versions that indicate the changes made between the
active Standard or Guideline and its previous version. For more information, visit the Standards and Guidelines
section of the ASHRAE Bookstore at www.ashrae.org/bookstore.

IMPORTANT NOTICES ABOUT THIS STANDARD

To ensure that you have all of the approved addenda, errata, and interpretations for this
Standard, visit www.ashrae.org/standards to download them free of charge.

Addenda, errata, and interpretations for ASHRAE Standards and Guidelines are no longer
distributed with copies of the Standards and Guidelines. ASHRAE provides these addenda,
errata, and interpretations only in electronic form to promote more sustainable use of
resources.
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